h the signals. It was a Tuesday
i Poland, suddenly

strange—except for the
arn his train right.
|s before crashing

'- n attempting to t
i COnthe rear Cars skidded off the rai
m and coming to 2 screeching halt.
Amazingly, given the size of the collision, no
" but more than a dozen passengers were injured, and many others
' were left scratching their heads. What had gone wrong? Rather

he part of the conductor,

) than a circuit failure or human error on t
rail engineers quickly suspected foul play. They were right, but for

- rea
] S(;::lst they would probably never have wagered.
: urns out that - : ;
- Sebiiehratey a fourteen-year-old computer whiz kid had
B junctions on ther;l-nOt? 'i—.mnsmltter capable of controlling all
 the city’s raj ansit line. The b i
ST oy spent m
- e}; tO:aul system to determine the besf Ip Ond?s studyl-ng
R cause the most havoc and b places to redirect trains
b 0 5 -

W1 to redirect trains on hj acked the switches through-

n his command.

In othe
I words, th
, the teen
was able to use th 1
the Clty’s tram system

'~ into another tra ;
. one was killed,
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] toy train set” by hacklng and el nj

s hi upcrsor;]ﬂ ity’s transit infrastructure, The teep ‘Cauy i
5 e C a “’ Er\ E
mandeering ¢ d the device on numerous OCCaS’OHS, By % |
to have utlhzed arrCSted’ he Hdmjtted, Ilke Mat Onnd W E;l""*
ht an ; «: ” of i o3 AL

was o0 B | carried out his act “fust for the hulg? g it Y,
that he hah's prank resulted in the derallment of foy

Bu[’r 1 « e .

Id easily have led = passengerffi at.hS, o, Dortam dig,
cou hat left many security anaIyS_tS ; umf ng tl‘{at More Wagy 1sti.;._. ;
tion tm ensure the safety of the city’s Critica] mfrasu.uc : t!)ti;-:,f
done ly reasoned that if a fourteen-year—o]d boy, actiy €, (h, |
ﬁmlrcﬁ{ack the transit system’s network an Wreak thjg Sop 5 A, :7

u
could usement, what was to gt
for his own am d

oy Ttof
op CIming]s terrop, A,
) : : 2
warring nation from doing the Very same:

C trg

S st
R ——

A Vulnerable Globa| lnformation Grig

We've seen how €asy it is t
*¥stems and how quickly ;
proved that our djpirat 1:

are j .
) m?cgeasmgly COnnecte( o computer sys- |
I'Stan
.y Ungp .
Whicl 0 iy SEWOT

: - Moreoyey, these connections |
Uild the ;, Y 20d Vuln |
Vet that ; €1n :

Matio, €rable—, Poor foundation upon
€xa SOciet
anq Wor o Ctly What o Yy of t

€ twenty-firgt century.
b Mpy €are do;p v
are ) IS deep)

: 8 Not only are oyr personal
c . ®Shed wjep,
cal t
otep, Pends, "Mrasery

he Internet, but so
) € elecpy: . Ures upop which our modern
Ureerly,y " traffy, Congr TiCH grid ?

s the Stock’ gas pipelines,.Q_‘[ 1 dispatch
itgri,, AT, oyr. drinking water,
are all dependent on
this brave pew world,

—TEEETTE FET
ns
a
=
e .
[g]
(@]
D\.
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¢ human being outoof the loop and have entrusted th
to machines. E
sactions, point-of-sale payment terminals,
obal flow of commerce and capitalism
reec!nng halt without the computers to
g ork. Computers decide how, where, and when to route
o ensure the power grid’s stability. Computer-aided dis-
ms keep crack of police cars, ambulances, and fire trucks
. available and closest to respond in case
K of what this dystopian world without
e need only turn on the tele-
m-zombie apocalypse

¢ Walking Dead or from films like Planet of the

 from show? such as TDz'e Hard. Hollywood machinations aside, our
Apes and L/ . :ca] information infrastructures are increas-
deeply vulnerable to ‘systemic failure—the
b fro d be truly catastrophic. - .
opact < critical infrastructures utilize supervisory
(SCADA) systems to function. SCADA
d adjust switching, manufactur-
ol activities, based on digitized feed-
» These are specialized, and often
 older, comput | physical pieces of equipment
long their tracks to distribute

* that do everything from route
 power throughout a city. Increasingly, SCADA systems are being
| connected to the broader Internet, with significant implications

g;;;ﬁz dczf:zl?l:; l?sicm:ity. .Ugfortunately, these. systems were n'ot
tant to an Internet—ctzlllrlll:;:?:d ?:d l‘;el:;ll‘ll()t englneer'ed e
- youthink: in a July 2014 stud fOr' deva problem is worse th.an
across muliple seetors. ne Iy of critical infrastructure companies
 least one security brea(’:h 151”' T i S suffered at

that led to the loss of confidential infor-

- Mation or
the actual dj
ald i .
- tWelve monhg, isruption of operations during the preceding

ken the DU
e pone of civilization
pac cre dit card tran

? thﬂt keep the gl
. and Tvaould come t0aSsC

3 . s kﬂ
50 dlspatcgs “Fora sneak pee€
.+ looks like, on

-Arm ageddon—-cu

~ control and data acquisition
stems «qutomatically monitor an
and other process contr
hered by sensors.
er systems that contro

trains a

3 -
- back data gat

hat mig, h

A ta i

- SXample, ¢ & acker do with access to these systems? Take, fo
ystems? lake, for

he ¢
€loca) °mplex informat;
m
Water treatment facil?;on technology systems regulating

and adjl.ls he S
t I'he SCADA -
S the appropriate mix of chesmys'terln s
icals to.clean our
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ink. But what if
| make it safe t0 drlnkn:s of chemicals;1 Eh 2 Syste
hacked? CO ter rather than purli;yl ar ied o like fa, b, |
; Vi :
ning 0T cady reportedly carried out g attyq), g,
oM pave alread) c b
¢ hackers 1 Texas, Water and Sewer Depart

By
Ment , >y |
{ uStUn! 579

IIS((Z) report from 2011. The Internet Protoc] Cogpg.

; : e |
as traced to Russia, and the hackers NVoye, > o
the e repeatedly turned on and off a pump, quickly ¢, s“here
id to have Fep™ il k, th ing
said to have ell ill in the attack, the proof of Bit
(o fail. While nObdef >t Conceyy hy
onstratéd. . )
been drcﬂt other infrastructure hacks might be possib]e
\\‘-ha L's the limit, as the Federal Aviation Adm r“’S
, the SKY: on
out, | ower in Worcester, Massachusetts, found o all the Was
{ro . y
(\:orfk 11998, There a local teenager used his knowledge of com}_
)a:t g 0 Sever communications between inbound aircraft gpg the
N 5 1
lmwcr and even turned off the runway lights for Approaching 4.
craft. While nobody was killed in the incident, the Potentia] f,,
disaster is obvious. Of course there have been many more gty
against critical information infrastructures around the worlq, One
of the earliest occurred in Maroochy Shire, Queensland, Austry.
lia, in 2001, wherein a hacker attacked a Sewage treatment plan,
' He gained control of the facility’s industrial contro

| systems and
“caused millions of litres of raw sewage to spill out into local parks,
rivers and even the grounds of a Hyatt Regency hotel.” The attack
destroyed significant amounts of

local marine life and flora alike, to |

say nothing of the environmental threat to local residents. :
Perhﬂl}s one of the most critical systems vulnerable to attackis
2?; ?;;:;Jenrﬂ fleclt(i'i‘:iw grid. Witl?out elect.ricity, all the ﬁnir’ilf;I l:f
L mmm\;t); bcease functioning—no hghts, elexfators, . and’
PUmping ¢ ’A“d Ways, garage doors opening, refrigerators, »
erators inevit'qbln d‘_"he“ the backup batteries and emergenc_)’egour
Vital dEpende(ncg . c'ell phones and no Interne:c. Despltcturﬂ
Most Centrgy to m?n elecnmity s the teChHOIOgical lnfrasn;;etal'}(
Of defepgg on ra‘-‘Ontempm-ary lives, the former U.S. Sehat e

OMrOnt eyl yore LA DOted, “the next Pear] Harbor t

, Hd ver ’ ” owe!
Ystemg apq our gr)ifdwell be cyberattack that cripples” our P
Panetta’s '

bu
the South

?ASitm

INistray

COnc

by
A S¢emeq validated and further bO]Stered
| -
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ent of Energy which noted that the
alled the most complex machine in
dred individual power plants
-voltage transmission lines.
nts are more than twenty-
uses much older SCADA
d persistently targeted.

d Commerce Com-

s, Departm

by the U.>-
rid—often €
energy & . 5 fey-cight -
; Jes of high
1 cid’s key compone
8700 perce t ];’ach of these components
attackable an

. '

five year o5 that are I eadily

i . pv the House Energy an
American utility companies

n Inve o than a dozen
dthat mort” or ‘ﬁ-equent’ attempted cyber-attacks
eport® his malware infection t0 unfriendly probes.
g from P2 patit had been the target of more than 10,000
- month.” The report concluded that
all hard

¢lity repot i
= athks- d random hackers were
ake down the grid. The

m té
atte! p Cpnments; crl :
?  or attempting tot :
i fficials to the
ies had “penetrated
programs that

and le beh
» The same officials went on

ve allegedly mapped the
- war with the United

1d be taken out.”
king America’s

e A, e electrica network “cou
jgns on digitally attac
infrastructure- £2012, a video from a1-Qaeda’s As-
Sahab media wing was uncovered by the FBL In the video, the ter-
rorist organization €2 its “‘covert mujahidin’ tO carry out
waves of cyber attacks ag U.S. networks of both govern-
ment and critical infrastrt g the electric grid.” Ear-
lier FBI investigations reves tances of al-Qaeda’s
e i on emergency
facilities, nuclear I;owzitrl;: g dIStrll.)unon
United States. PRI, and gas s ks in the
The terrori o
iglfctli“g'Packa;er:s;nogii:;:;tllon_ }}ad even completed elaborate tar-
onliudlng photographs of i critical infrastructures to be attacked,
ne research. intended targets, detailed notes, an d

Hacke
I'S too are
worki
ng to understand, expose, and exploit
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lities O SCADA and other criticy) ;
vulnerabil! the Chaos Communication C,,

res. ;

Strucmquhefi“g held in Germany, IanalySts 2t Pogg,
acker 8¢ = 1 ; 1
hack 5 ed how 10 get full contro : of mdustrlal .

demons - emicaly Oil and energy industrieg. B, Tastyy,

; g o ¢ |
in the gas, ¢ hackers share this informatiq,, . ally trg |

g : ith uh):
ISn :lhlfave i created fully searchable publjc databaseseach nt]}:lf |
a . |

exploits chat can be 115‘3(1I t;;;;“g;ﬁg:l]r crmgal infrasm] oy,
One well-known hacker da 1, , Provides = .
oit everything from power p ants tf) _Wlnd turbines’ Sen hoy, .
by country, compan OF device, providing detajleq p cha, |
greatly lowering the technical bar and knowledge g, % ay §
individual to hack our critical infrastructures, In eff Y rogy,

ect) fOl'

in gaini at

ors interested in gaining control of our connected i3 Shtack_

has become their Google—one that is near imposgs;h - S},lllt dodan
Own i

because Shodan is hosted on multiple servers in foreign coy
around the world and publishing vulnerabilities js nq; e Untrig |
crime in most of these places. rently 5
Organized crime groups are also turning thejr g¢
infrastructure attacks as a logical means of extorting m
utility companies and governments. Several such incidents repor
edly occurred in Brazil between 2005 and 2007, when 1 Wage 0}
cyber attacks was carried out north of Rio de Janeiro and in the
state of Esp}rxto Santo. In that incident, nearly three million people
were stuck in tl?e dark when the local electricity provider failed to
{ izze::ii};eoefh{?izg:iz dcf:;agg il? ' 10ca} crime Sylndicate. As a result,
B numeroys pla;lts st Ef;vgrld s largest iron ore producers,
$7 million. Tl uttacks ed off-line, costing the.com;.)any nearly
1§, security Tesearcl-.er:‘}eredconﬁrmﬁ(,j by U.S. mte.lhgence offi-
n he noted, «yy, knox;;al]l] even ob.hquely by Prf.:51dent Obamz_l
- . have plunged entj . ?t_cyl?er intruders . . . in other coun
T€ cities into darkness.”

expl

tention ¢,
Oney from

WHOIS J¢2

hinese

engeneral SuH TZ]_‘[, author of The Art ngfg;
e hundreq years before the creatio”
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know thy enemy and know th
wﬂl ) hundred battles.” Accordin tl ys:clf, e
e J th vast technological threats before Esy’ \:,:_- e
s. Each has different means and m:::nti‘.resm}’;lSt
, but

stan enemie
. common 18 the risk each poses to our profound!
)?

at “if you
dina

~ected world-
characters responsible for cyber malfeasance is
I ; n—statC'S, n(g.jghb(?rhood thugs, transnational
d crimé grou S5 fOIEIgn intelligence services, hacktivists,
g nel, cyber warriors, state-sponsored proxy fighters,
_variety hackers, phreakers, carders, crackers,

ddies, & : ‘
kidd1® and industrial sp1es- Each plays its role in ik
d to be the “fifth domain” of battle:

. of land, sea, ail; and space

f generations past)- . . .
e parties frequently use similar tactics, albeit with vary-
. ation. Yet all attackers

f the technology: the
intruders, W ile the offense need find
k. Among the

h which to attac
peration,

ber underground, there is €00
om and imitate

ften learn fri
transnational

For example,
ticated reconnaissance

hborhood

witting an
ional success of one another.
rely on neig

 the operation
; organized cri highly sophis
operations O P i cks but often
* thugs to carry out elements Of their plots; such as the P
" of ATM skimmers, money Jaundering, OF the fencing of stolen
goods on ¢Bay. Terrorist organizations Jearn from cyber criminals
;‘:ﬂdl;ﬂ;l(\ for financial gain to fund real-world operations- Patriotic
citizens are often formed into cyber posses by their state”
s in nations such as China, Russia, and Iran
nd training. In doing s0, they
d tools with their government
derground and a com-
rum of threat actors:
when thinking of a
le living in his

ded by

-~ sponsored benefactor
and recei i
'. shme;:t:uw: tacit approval, funding, 2
: patron:.m";?h()f tl?e same techniques an
| mﬂnalit.y Ofiz'e is a symbiosis in the cyber un
Perhaps tgl;hgdologies across the full spect
- r I i
. hacker is the stere st vision to come to mind
) m0m1 Otypical IITl
. s basement, poundi age of a teenage ma
ng away at the keyboard, surroun

———
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32
: oke cans, tryj
f Fritos and discar dedtc (as did, MyIng O ap
ers

cmpr}f bﬂgsi hi.‘.{h 5(:]100]’5 complill Ld atthew Bmdg'e hi;_
odes 00 S " S Games). In the €Ty Qays of hacl, ey,

| Svstel] ” ent' qs
the relep 10n¢ ’ reaks mampulated the network to avoi thmn xl
) )

hone [ distance calls. Let’s not forget tW0 hae esk}_‘

_call
o of long- uth backin 1971 building “blue boxes » drs W,
one network and making free CQ’H i
. The pair sold blue boxes Studsé tey,
45 4 Means of making money that woyl effec;:f i
cher small start-up, the Apple computer o el |

help fund their © Pany, |

As time passed other nota_ble. hackers emerged, such g Koy |
iinick and Kevin Poulsen. Mitnick famously broke into the Dg;
;11 Equipment Corporation’s COI]..’lpUtCI:S at the a5e of sixteen and |
\;'ellt on to a string of such cy.ber intru51f:)n’s, earning him the FBr |
e and the distinction of being Amerlc-as most wanted hacke,
Poulsen’s ingenious 1990 hack allowed him to' commandeer o] ¢
the telephone lines of a local Los Angeles radio station to engy;,
he would be the 102nd caller, thereby securing the top Prize of ;
$50,000 Porsche 944 S2.

These hacks from the 1970s, 1980s, and 1990s would seem be-
nign by today’s standards. In the intervening years, hackers have
gone on to become highly organized and have formed global online
crime syndicates. They commit identity theft, credit card fraud,
health-care fraud, welfare fraud, and tax fraud. Organized crime
groups are now going after bigger and more sophisticated targets
as well, including the vast amounts of intellectual property created
!Jy businesses around the world, from a company’s product plans t
;lt:Cice"r“P”ter source 'code. For example, in October 201'3, crin'linal
eight njj]tla;;i E!::d Silicon Valley’s Adobe Systems, stealmgj -thl:tgf
credit carg nunfgount log-.ms and passwords as well as mlj {Oflha[
attack was thar tlf 5 (I?Otblng new there). But what change. H[l)ytcs
of computer sour; Crn;lmals also stole more than forty glgi o

hotoshop, Coldpegr - OF Adobe’s flagship products, Inc
Saresult, nor c:;?]n’ - Af:rctbat. dobe Prod-
» but they ooy dal Y can criminals now freely sell AdO i
of hiddey, back 4 4150 alter the code and insert untG:I o
OfS, malware, and additional exploits 1%
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gl dobe’s legitimate and unsuspecting customers
oduct Ca‘l:j e d hacking attacks and identity theft—a trou-
widesP n Adobe’s massive global footprint

-

P sffer WO indeed give

i _Even Symantec, the maker of pcAnywhere
has had its source code stolen. Yep, the

u antivirus software to protect you from
ised when a hacker stole 1.27 giga-
de and demanded a relatively

tware source co
he data on the well-

- peing P2 - sof .
be ¢ security’s " e for not posting ¢

The Pirate Bay-
. ed crime groups such as the Italian Mafia,

WP ani .
ditto - . 1. and Colombian drug cartels, have
from their usual criminal activi-

tage of the €asy profits, greater anonymity, and
advan t§1 Jfforded in cyberspace. Moreover, they do
abm}lft the draconian sentencing minimums often
| nothave 10 g mer economic activities, such as narcot-
d trafficking in human beings. Organized crime
onsible for spam, phishing, fake phar-

tion of child sexual abuse images,
to name but a few of their

' e 14 y
S d efforts and resources

. groups in ¢y ' ]
" maceutical ads, the dissemina

.~ enial-of-service attacks, and extortion,
"~ favored activities.
In addition to the sta

| Limble class of pure-play cyber-

"~ onto the scene. These newly emerging an
criminal hacking groups are highly profitable and truly global, with

izzvy Rconf:entrations in China, Indonesia, the United States, Tai-
Syn(iica‘ism’ R;mama, Bulgaria, Brazil, India, and Ukraine. New
€s, s ! . {
Persbun, hzie eas the Russian Business Network (RBN) in St.
. 3 VeEn 1
line, Full-sores maqe names for themselves as multi-product-
REN famce clyber-crlme organizations
“ ou : <« d
"llces for a]] mamsle}; g;ov;?es bulletproof” Web site hosting ser-
Plete] other crimi i
- ¥ hands-of — criminal enterprises and takes a com-
ything f, approach to hosted
. o i content, freely welcoming
Ssiorfl’af’ to malware exploit exchanges
il criminal hacking groups, such
e havens for « card A ’
Stolen persona]ly ; P iy el
y identifiable informa-

lwart old guard of organized crime, a more
crime organizations 1s exploding
d professionally organized

world of
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d passports and driver’s licens

" . es _
redients in the world’s groy,:. > ang
o ing ideny;, "ok,

ated the now- "
r ow-defunct Wek Site “the

io uding forge

ti o
credit cards—key 118 ki
nomy. GhadowCrev fp e d
economy- our thousand crimj
1, where over i w

,cOlI
Pr]arl;jtcoll]d freely gather to buy and sell stolep, and haart)und N
“.C-'es documents; and account numbers. F Oundeq by W Id&nE
tities, [ hacker Albert Gonzalez, S':hadowcreW offthe oty |
ered g,

crimind )
:;)rl;fninals tutorials on everything from cr YPtography, - lo, |
cloning techniques, and Gonzalc?z S organizatiop Wasyr € gy
responsible for stealing and reselling more thap 1 80 mijj; 0
and ATM cards. The number and reach of thege high} Io
transnational organized cyber-crime rings have grown
security intelligence firm CrowdStrike was actively track’i |
than fifty such major organizations globally. 18 mop,
Besides transnational organized crime Syndicates, hacktjy: i
politically motivated cyber attackers—represent one of tthtSH _
influential and pO.Wf:I'fUJ groups in cyberspace. Anonymouse ﬁngSt _
Sec, AntiSec, WikiLeaks, and the Syrian Elec frotle Ae ulz-
) : . .
into th;s group and .lajunch their attacks in retaliation for PelrIfl:i- fal
injustices. Personalities such as Julian Assange, Chelsea (B ived
Manning, and Edward Snowden have b J sea (Bradley
for challenging some of th 14 ecome household napes
S g € world's most powerful institutions an
o e;ﬂdng data that others would most certainly have preferred
remain hidden, Whyj ,
propelled onto thellle Assunge, Mannlng, and Snowden have been
hacktivist groups C?Vers % HE\.vap apers around the world, other
creetly hidden Ii)n e ‘L er Fhat Fhelr individual members remain dis-
broader agenda OSu ordination to the organization itself and it
- ~ne such notable example is Anonymous, a self

escrib
recogniez(:biza‘iie;lslsjico;f; ﬂiZat.jOH whose members have becomt
€ group’s mott, “\‘«;{rearmg Guy Fawkes masks. 4
0 ot forgiye. We do »VVe are Anonymous. We: are lf:glon. A
zano_nal ethos: “The not forget. Expect us,” manifests 1ts orga :
. i Corrupt fear yg. The honest support us. o
Stop funnejjy, d el MaSterCard, Visa, and PayPal all agree®”
l’lOIl, An mi Onatippg to ]ulian ASSange’S WikjLeaks Organlzﬂ
Attacks 5, ‘;S Tesponde( by Iaunching a series of effective c}’!;l‘;i
' Percejyeg ¢, bnan::ifll firms. Anonymous is strongly adg'atlfﬂf

" Nigid antipiracy laws, and it took cre?

n, incl
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ack against the Sony PlayStation Network in response

Jier att U.S. antipiracy legislation known as the Stop

/’s Sup
: L
piracy Ac f as hacking for good and has taken on

mous views itsel . for .
offterelal SEE including its support of activists

wide variety Middle East during the Arab Spring. Even some
Eh(:n ost ardent critics might find themselves support-
5

* f the BT . Anonymous’s Jesser-known activities in combating
some O . +ons and injustice: For example, during an attack

il organ®e arknet, members of Anonymous targeted
v hy Web sites hosting vile images of young c.hildren
- child Pornogmpbgsed. The hacker collective knocked the sites off-
| peing S J the names of fifteen hundred pedophiles using
; releaseh ther on€ supports or detests the actions taken by
‘fd zther hacktivist organizations, one thing is clear:
e to be reckoned with among the wide tapestry of
ber—connected world.
able of targeting any individual or corpo-
litical impact the world over, as
he Arab Spring. In recognition of their growing
sine ranked Anonymous as one of the hundred
le in the world in 2012. Their burgeoning

 influence and capabilities have not gone unnoticed by government,
| und it was recently revealed that the Government Communications
Headquarters (GCHQ), the British equivalent of the American
. National Security Agency, had launched its own series of denial-of-
. service attacks against Anonymous and its membership in an effort
'.; ;Za(illllzuftn;lfl; activities. This drzfn?atic response by the state
" Ilrsl ;E: iiclfor‘ and hacktivist group demonstrates the
Meanwhile, terrori o m'the' e :
| :hellnternet o e izcclli‘fa?mfmons too are increasingly using
m:;:gzurfierous activities. Tezf?fs)tl?:} Y £ Ilan’ e . S
L C: Igl underground chae romlrlsgyﬁne Ps terrorists recruit new
e € or online fund. rgior ; » finance operations (through
| :&ate Propaganda, such g), communicate clandestinely,
rec EK;SIS (the Isiamic gsa::l;; %If[les'ome ol
ent videos eyep edited‘ - S is tech savvy and in
In scenes from the video

port of

‘ the services-
~ Anonymous 2
. they are 2 fox.fc b
' threat actors in our u
" Hacktivists are cap

' ation and can even have geopo

' ywas seen during t
. power, Time maga
' most influential peop
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/ ct. In its onJina . .
ame Grand Theft Auto V for effe On_llne Videg )
gh viled terror group offered new recryips the N
t e IC =

Opp.. dy,,
“do the things you do in games’kl'llll I‘eall.hfe Fn the Eg&i;u:?:;“\ j
like attack a military convoy or kill police ¢ ficers » The ﬁﬁld _tﬁ \_
plastered with the ISI? logo. \
Internet reconnaissance and researcf? by terrop iy
monplace, and on more than zne occasolon Of.ﬁdals avre
Google Earth images of intende ;arlgets, ll(ncludmg 220,
attempt by terrorists to b.low up fue ta.n s at Ney, YOI‘k’s
Kennedy International -Alrport.. Terr(?rists have been carly |
ers of technology, partlcu.larly in th-elr use Of:‘data enCrypt?d[’lJt
secure their communications, For Instance, Ramgy; YOuse?n
convicted mastermind of the first WorI(.i Trade. Center Bolhbi’ tl?e .
1993, used encrypted files to hide details of hjs plot tq desty,
U.S. airliners.” In the Yousef case, it took law end-'ol-celnent b X 1.1 |
ties more than a year to break the encryption algorithy useq 1. |
terrorist, and in doing so, police officials were fortuitouSly able
prevent the plot against the airlines. 0

Some counterterrorism experts have refe
. : S
as a “terrorist university,

techniques and skills to m

Encydopedia of Fibad is also widely
chapters such as “How to Kill,” “Explosive Devices,

turing Detonators ” and “Assassination with Mines.”

example of how dangerous such online education can
Tsarnaey,

available onlin
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disrupted by pojic., Wher EM o

Waseem Mugha], and

Internet to incite Murde, ]1:1(35 Isqy,
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Even the infamoyg 2002 By bomp: 24 &ccoun o * data-

Samudra frOI‘[.] the al—Qaeda-—linked terrgri; Master;
yah, funded his attack, in whjc ;

murdered, with the $150,00¢ he
bank accounts and credit lipeg, S

Ore than two h
. un
obtalned by hack; e‘_i People Were

ing a chapter titled “Hackin . Wh 4

shfrcd hiI; hacking and “Calili ,,y NOt' In thlj.‘ boo_ , Samudyy
encouraging them “to take the holy war intg cyber
ing U.S. computers, with the particular aim of ¢,
card fraud, called ‘carding,’” to fund operations.

to be getting the message, and both the 2004 Madrid bombings
at the Atocha train station, in which 190 people were killed apg
nearly 2,000 wounded, and the 7/7 London bombings, in which 52
civilians were slain and over 700 injured, were funded in whole or
in part through hacking and credit card fraud.

As the technical hacking skills of terrorist organizations in-
crease, so too does the amount of ill-gotten gains they are capable
of generating online. For example, in late 2011, police in the Phil-
ippines working with the FBI uncovered a telephone hacking scam
against AT&T that defrauded the company and its business cus-
tomers of $2 million. The Filipino hacking cell was working with
Jamaah Islamiyah and funneled the millions back to a Saudi-based
®error group that in turn funded the Pakistani-based Lashkar-e-
laiba, the terrorist group responsible for the deadly 2008 bomb-
Ing siege that gripped the city of Mumbai, India, and killed and
Maimed hundreds,

Itis clear that criminals, hacktivists, and terrorists use our

Mmitting cred;;
Terrorists seem
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An investigation into the_matter revealec! that Sinovel ow
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hrase «China denies hacking” yields a mere thirt
r }""

denials.
hina is the most populous nati it i
C p tion on earth, it is not

antry to engage in cyber operations. Accordi
coun®™y Robert Mtfeller,.there were at lea:tr;l(])rﬁ;gn:?iézz
attz;ck u.mts going after industrial secrets and
like, including Iran. In late 2012, a previ-
hacker groupP called Cutting Sword of Justice took
ing out the most destructive computer sabo-
inst 3 € mpany to date .when it targeted the oil and gas
{i Aramco: The offensive took place on the eve of one
nig in the [slamic calendar, Lailat al-Qadr, the
t hamma dis said to have r evealed the Koran to his followers
s ramco’s fey-five thousand employees stayed at home
ith family and friends. At stake, 260 billion gallons
J at over ¢8 trillion (fourteen times the market cap of

. :dent, an unknown insider with access tO the

dan infected USB thumb drive into 2 single PC con-

- [ ility inserte s .
- ' computer network. Within minutes, the
s Shamoon, Was spreading like wild-

1 payload, known 2
s thirty thousand corporate computers.
] and gas production at Aramco’s

practices meant that the virus “only”
]I? Shamoon erased 75 percent of

ate hard drives, wiping out
of it with an
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od security
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hirty thousand corpor
_mails, files—replacing all

~ Though its
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> Sigf‘%liﬁng S\:;ord Of:II:ISt;l;C.e clain'led its attack' was i1.1 response

el Ame; ian atrocities” n Syria and Bahrain against Sh}lte

Sword of Justice izaril Itzl:t_elhgence officials suspect that the Cuttmg

eieve was e Bliie ?Orll‘lg more than a front for Iran, which they
sponsoring the attack. The shocking capa-

bilities demo )
successful attzzir:;ed in the Aramco attack predated several other
dlst‘l'ibmed_ e B;the I'raman government, including a series O
8eting the Ameri of-service (DDoS) disruptions in early 2013 tar-
quee banks, incluz?n financial services industry. Num
Ing JPMorgan Chase. Bank ¢ Cl-'ous mar-
e, of America, Wells
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ried out with the direct support of the Russian 8Overnmep; L
nationalist proxy hackers after Estonia decided to move 3 §qui.
era grave marker from its long-standing position in Tallin
center to the outskirts of town
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. lled the all-out digital assay];
Es:tonla the “world’s firse cyber war” because of its size an
Given that [ap haq just bested that attack, one
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e to support his claims .in discussions with the journalists
e\’lde Greenwa |d and Laura Poitras. Programs such as PRISM and
Glen? - Subsequently came to light, as did the NSA’s purported
XKeyscg -tk billions of e-mails, phone messages, chat sessions,

! t
2bility  exts each and every day.
. Moscow, Russia, under temporary asylum sta-

an ‘ ving 11
While 1:1":: oi cinued to catalog U.S. offensive cyber and techni-
. including the tapping of the personal mobile phones
d leaders ranging from the German chancellor,
ident, Dilma Rousseff. More-

worl '
o the Brazilian pres
millions of citizens in ally nations
having their communications

e an
S Fiiitl:-le cune of 120 billion calls a month around the world.
d to limit international sympathy for U.S.

€
'« Jeaks also SETVE _
ive cyber operations by the People’s

SnOWdens . .

8 el hen h led that Ameri
China, especially wnen 1€ revealed that America too
Republic ot ns against Chinese targets, including

cyber operatio
Eﬁ;ﬂﬁiﬁi ailld thel;restigious Tsing}.lua University. .Del.)ending
on ONe’s political beliefs and point of view, Sno.wd.en is elthef‘ an
enemy of the staté; 2 hero, a whistle-blower, 2 dissident, a traitor,
her. Regardless of

or a patriot. Most feel strongly one way or anot - .
how history judges Snowden, his disclosures, if true, paint a highly

detailed portrait of how governments are entering the cyber fray.
An analysis of the threat-actor Jandscape in cyberspace reveals
hacktivists, criminals, proxy warriors, terrorists, and rogue gov-
ernments, all fully capable of exploiting the insecurity of the tech-
nological infrastructure of our world. Our financial data, identity,
:iﬂdzen’s baby pictures, and power grids are all vulnerable and at
OgY,se22st?;ier lf-or the picking. Yet for as ubiquitous as technol-
that s aver the li‘;i? todz?y, th.e exponential rate of g.rowth means
that will leave our heazg Sy t{dal wave of tech'nologlcal advances
depth of oyr et s spinning. Not only will the breadth and
“pand, but new tech 11;11 to the global information grid vastly
nologies heretofore relegated to the realm of

SCIenCe fict:
ction wil]
S SO i
“Nnothing e, on emerge as science fact. In short, we ain’t
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